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Technical Note myQA TNO30 251212 01 / MQOO-000

Subject: myQA config file permissions
Products affected: myQA
Function affected: Security of configuration file in Program Files folder

After the installation of the myQA software, the /BADos.CSP.Run.Shell.exe.config file within the Program

Files [x86] folder is installed with Full Control permissions.

Though this prevents unauthorized users from editing all files in this folder, including the
I1BADos.CSP.Run.Shellexe.config file, it does not meet the Microsoft security guidelines.

To increase the security level of the myQA application, it is recommended that the IT Administrator
change the permission of the /BADos.CSP.Run.Shell.exe.config file to “read-only”.
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