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Technical Note myQA TN030 251212 01 / MQ00-000 

 

Subject:  myQA config file permissions 

Products affected:  myQA 

Function affected:  Security of configuration file in Program Files folder 

 

 

 

After the installation of the myQA software, the IBADos.CSP.Run.Shell.exe.config file within the Program 
Files (x86) folder is installed with Full Control permissions.  
 
Though this prevents unauthorized users from editing all files in this folder, including the 
IBADos.CSP.Run.Shell.exe.config file, it does not meet the Microsoft security guidelines. 

To increase the security level of the myQA application, it is recommended that the IT Administrator 
change the permission of the IBADos.CSP.Run.Shell.exe.config file to “read-only”. 
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Please feel free to contact us as follows if you have any further questions: 

USA, Canada, Latin America  Europe, Middle East, Africa Asia Pacific   

Phone: +1 786 288 0369  Phone: +49 9128 607 38 Phone: +65 3129 2472 
service-usa@iba-group.com  service-emea@iba-group.com service-apac@iba-group.com 
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